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Optimal

Advanced

Initial

Traditional

Identity

@

Continuous validation

Devices

+ Continuous physical and

and risk analysis virtual asset analysis
Enterprise-wide identity |  including automated
integration supply chain risk
Tailored, as- management and
needed automated integrated threat
access protections
* Resource access
depends on real-time
device risk analytics
Visibility and Analytics

Phishing-resistant MFA
Consolidation and

* Most physical and
virtual assets are

secure integration of tracked
identity stores * Enforced compliance
Automated identity implemented with
risk assessments integrated threat
Need/session- protections
based access * Initial resource access
depends on device
posture
Visibility and Analytics

MFA with passwords
Self-managed and
hosted identity stores
Manual identity

risk assessments
Access expires with
automated review

* All physical assets
tracked

* Limited device-based
access control and
compliance
enforcement

* Some protections
delivered via automation

Visibility and Analytics

Passwords or MFA * Manually tracking
On-premises device inventory
identity stores * Limited compliance
Limited identity visibility
risk assessments * No device criteria for
Permanent access with resource access
periodic review * Manual deployment of

threat protections to

some devices

Networks

* Distributed micro-
perimeters with just-in-
time and just-enough
access controls and
proportionate resilience

+ Configurations evolve to
meet application profile
needs

* Integrates best practices
for cryptographic agility

Automation and Orchestration

« Expanded isolation and
resilience mechanisms
« Configurations adapt
based on automated
risk-aware application
profile assessments
Encrypts applicable
network traffic and
manages issuance and
rotation of keys

Automation and Orchestration

+ Initial isolation of critical
workloads

* Network capabilities
manage availability
demands for more
applications

* Dynamic configurations
for some portions of the
network

+ Encrypt more traffic and
formalize key
management policies

Automation and Orchestration

+ Large perimeter/macro-
segmentation

+ Limited resilience and
manually managed
rulesets and
configurations

+ Minimal traffic
encryption with ad hoc
key management

.

Applications and
Workloads

Applications available
over public networks
with continuously
authorized access
Protections against
sophisticated attacks in
all workflows
Immutable workloads
with security testing
integrated throughout
lifecycle

Most mission critical
applications available
over public networks to
authorized users
Protections integrated in
all application workflows
with context-based
access controls
Coordinated teams for
development, security,
and operations

Some mission

critical workflows have
integrated protections
and are accessible over
public networks to
authorized users
Formal code deployment
mechanisms through
CI/CD pipelines

Static and dynamic
security testing prior to
deployment

Mission critical
applications accessible
via private networks
Protections have
minimal workflow
integration

Ad hoc development,
testing, and production
environments

+ Continuous data

+ Dynamic access

* Encrypts data in use

Governance

+ Automated data
inventory with tracking

+ Consistent, tiered,
targeted categorization
and labeling

+ Redundant, highly
available data stores

+ Static DLP

Automated context-

based access

+ Encrypts data at rest

Governance

+ Limited automation to
inventory data and
control access

* Begin to implement a
strategy for data
categorization

+ Some highly available
data stores

+ Encrypts data in transit

+ Initial centralized key
management policies

Governance

+ Manually inventory and
categorize data

+ On-prem data stores

+ Static access controls

+ Minimal encryption of
data at rest and in
transit with ad hoc key
management
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